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General Introduction

In nowadays, we are facing a huge use in trust in wireless sensor networks in this
world. Wire-less Sensor Networks enjoy great benefits due to their low-cost, small-scale

factor, smart sensor nodes.

A Wireless Sensor Network (WSN) consists of sensor nodes deployed over a
geographical area for monitoring physical phenomena like temperature, humidity,
vibrations, seismic events, and so on. Those nodes can communicate with each other or
directly to the sink. Each sensor has four essential parts which are ‘“sensing unit”,
“processing unit”, “transceiver unit” and “the power unit” although we can find some kind
of sensors that have other optional wunits such as the mobilizer.

We can use it in healthcare domain to improve the QOS of the healthcare domain.

However, trust in health care has declined during the past half-century. Many factors
are thought to contribute to the declining trust in clinicians and organized medicine,
including the rise of managed care and related financial incentives, highly publicized
conflicts of interest between clinicians and pharma and device manufacturers, limited time

for communication, fragmentation of the patient-clinician relationship, and consumerism.

From the best ways to conserve the trust in healthcare of the messages between the
nodes. So, if we choose a good solution of trust, we can provide a good trust health system

between systems.
The structure of this thesis is as following:

Chapter 1: This chapter explains generally the mobile platform and trust in it, its
classification ...etc. Between all of these, we talked also about trust factor’s, the mobile

platform architectures.

Chapter 2: In this chapter we’ll talk about trust in healthcare and its major factors also

the possible ways to make it way efficient to implement.



Chapter 3: at this stage we will talk about our trust solution and how to implement it

and realize it and how to make the binominal distributed system possible.

Chapter 4: At the end will present in this last chapter the simulation tools, network

model and the results of the simulation.
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Trust in mobile platform




Chapter One : Trust in mobile platform

1.1 Introduction

Trust plays a crucial role in our social life to facilitate coordination and cooperation
for mutual benefits. The concept of trust has been studied in disciplines ranging from
economics to psychology, from sociology to medicine, and to information science. It is
hard to say what trust exactly is because it is a multidimensional, multidisciplinary and
multifaceted concept. We can find various definitions of trust in the literature. Common to
these definitions are the notions of confidence, belief, faith, hope, expectation, dependence,
and reliance on the goodness, strength, reliability, integrity, ability, or characters of a
person or thing. Generally, a trust relationship involves two parties: a trustor and a trustee.
The trustor is the person or entity that holds confidence, belief, faith, hope, expectation,
dependence, and reliance on the properties of another person or thing, which is the object
of trust — the trustee. With the rapid growth of global digital computing and networking
technologies, trust becomes an important aspect of the design, establishment and

maintenance of a secure computing system and a mobile system.

This chapter introduces the basic knowledge of trust, trust modeling and trust
management. We review some basic technologies of trust management in mobile
platforms, which include trust evaluation on mobile applications, mobile trusted computing
platform, trust management of mobile software components, and mobile malware
detection. Further discussions on open research issues and future research trends on mobile
platforms trust management are also provided. Finally, we conclude the chapter in the last

section.

1.2 Mobile platform

Mobile platform as a service (mPaaS) is a specialized type of PaaS designed to provide
an integrated development environment (IDE), deployment platform, lifecycle

management and analytics for mobile/web applications [1].

Enterprises often use mPaaS to create custom applications for both internal and

customer-facing use. This capacity can help support a BYOD environment and
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productivity applications without requiring mobile application developers for support for

mobile devices.

Like most PaaS offerings, mPaaS isn't a single thing but rather a suite or ecosystem of
related tools designed to provide a wide assortment of features and functionalities that can
vastly accelerate mobile application development, testing, deployment, management and

updating/patching.

MPaas is designed to be quick and easy; often eliminating much of the traditional
time-consuming processes involved in software development projects such as mobile
application development. Thus, mPaaS typically requires no coding skills. An mPaaS
integrated development environment usually features an object-oriented drag-and-drop
interface to simplify development of HTML5 or native applications with direct access to a
device's sensors, GPS, accelerometer, camera, microphone and other functions. MPaaS

often supports multiple mobile operating systems.

Delivered over the web through a browser, mPaaS might support public cloud, private
cloud and on-premises storage. Web applications can be created and then connected to
back ends with a few lines of code. MPaas is generally a leased cloud service with pricing

per month that varies according to the number of devices and supported features.

1.3 Mobile architecture

Mobile applications can be classified into mainly three categories :

e Browser based mobile web applications : These are pure web applications
that are designed using responsive web design techniques that can cater to a
variety of devices and form factors [2].

¢ Native mobile applications : These applications are built for specific mobile
platforms , such as i0OS, Android, that can fully leverage the device
capability. Normally native mobile applications are built using SDKs

provided by mobile platforms.
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e Hybrid applications : These applications can be developed using web
technologies such as JavaScript and can also partially leverage the device

capabilities using a web to native layers.

4 Web Server N
Apache Service
-l Wb - ;
Ve I : Service | | '
/ Mobile application \\ : i — : :
i Local storage N ) l " - |
(e : L l - :
| | |
|‘ J| ' E :
1 P ,,'
l J"
| i N — .
i i |
i ] i
| e Web service client }0- -—=! I
JSON format p——
MySqgl Server

Figure 1 : Mobile architecture [3].

1.3.1 Architecture of a native mobile application

Native mobile application fully utilizes the device capability. Figure 2 and Figure 3

depict architectures for iOS and Android native applications :

Configuration
Security
Communications

Local Data . Mobile

I Device )
Remote

Infrautructure |

Figure 2 : iOS based native Mobile application.
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Figure 3 : Architecture of Android based native Mobile App.

1.3.2 Architecture of a hybrid mobile application

Hybrid application targets different mobile Operating system with a very thin

application shell with a web view. One-time application development is needed with the

publication to various mobile application stores. Hybrid applications are very popular in-

developing Single Page Application responsive applications for Tablets and Smart Phones.

The key components of the hybrid application are given in Figure 4. The Mobile

application development using hybrid application development has :

e Dbenefits:

(@)

Usability: Ability to use device-specific

e features to improve usability

(@)

Maintainability: Easy maintenance of codes and ease of future
enhancements

Extensibility: Support for multiple platforms

Device Diversity: No additional effort for supporting new devices
Portability: to various mobile platforms

Faster time to market : through quicker deployment to mobile application

stores.
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We can have specific mobile services which consolidate the required back-end services

and provides optimized data for the mobile application.

Pages built with / —— 0 %1

device interaction

) REST API
REST APl integration
App built using Angular, fo server-side Securi REST APl Authenticafion &
Hybrid Boolstrap & H?ng components y Role-based security
Mobile App .
PP Data Model Services
Cptimized for mobile Highly scaloble for
Cordova Plugins app consumption enferprise opps
: i ’ 0 =
APK/IPA . s spring
[i' WAR File
i Build and deploy eh § er
FU"dlﬁ':}ﬁDm, Server-side components Web Server
installer for 105 or (packaged as WAR)

Android using slendards based

058 technologies Back-end infrastructure

O

Mobile Front-end

Figure 4 : Architecture of a hybrid Mobile App.

1.3.3 Architecture of a mobile web application

Mobile web applications are mainly developed using responsive design. It provides
provides flexible and responsive layouts that automatically adjust themselves for various
devices and form factors which include the following techniques: Fluid design contains the
page size in relative units. Flexible images and media flexible images would automatically
scale based on the screen resolution. CSS3 media queries would provide flexible layouts
and use various devices dependent CSS style rules. Figure 5 shows the responsive layout

displayed over multiple devices.
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=il T =
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m’ Controller
jQueryUl+ Mobile /
/ jQwidgets
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REST Service Layer (JSON)

Figure 5 : Mobile web application using RWD.
1.4 Fields of mobile application

Currently, mobile application development has taken a turn to the future. With the
advancements in technology mobile applications is becoming one of the biggest and
important aspects of development. Mobile phones are right now the lifeline for a lot of
people across the globe. Hence it is important that applications are developed in a way that
will help the numerous mobile users. Here are some of the trends in mobile application

development [4].

1.4.1 Augmented and virtual reality applications

Augmented reality and virtual reality are the future of mobile application development.
It has been a revolutionary tool in the field of entertainment. Games like Pokemon go have
captured the market and have opened horizons for a lot of similar augmented reality
applications. Virtual reality too has been very useful for a vast majority of businesses.
Building these applications is the current market trend and will certainly be on the top of

the year end.
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1.4.2 Artificial intelligence

The whole world is slowly moving towards artificial intelligence. Even mobile
operating system are slowly integrating artificial intelligence to help the user with their day
to day lives. Siri, Prisma, Google Now are just some of the artificial intelligence
applications currently in the market and they are growing at an exponential pace. Artificial

intelligence is the future and mobile artificial intelligence is a huge trend in 2017.

1.4.3 Cloud-based mobile applications

Cloud-based mobile applications have been on the rise since a couple of years. A lot
of applications are now fetching data directly from the cloud in order to take minimum
space in the internal memory of the smart phone. These are very important advancements
as users can now use huge mobile applications without the worrying about data storage and

thus makes it easier for them overall.

1.4.4Location-based services

With the rise of the internet and availability of GPS in the mobile phone’s location-
based services have been on the rise. Providing location-based services is a huge trend
currently as the users can be given real-time information. Apart from that, it can be used in
various fields like navigation, travel, retail, and security. Beacon technology has also

become increasingly popular and in 2017 it has become a trend worth following.

1.4.5Application security

With the whole world slowly going online cyber security is a very important aspect of
mobile application development. With users saving sensitive data on their mobiles it has
become imperative to make sure security in the applications is top notch. In 2017 has seen

a rise in security features in most applications and this trend will continue for the future.

1.4.6 Internet of things

With the fast advancing technology, it has become more and more important to save

time in the day-to-day chores and use that time for meaningful tasks and thus Internet of

10
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things has gained a lot of momentum. By connecting basic appliances with the internet one
can use their whole home from their mobiles. The ability to integrate these appliances to

exchange data offers great opportunities for the future.

1.4.7 Wearable technology

Wearable technology has been on the rise in the past two years with products like
apple watch firmly established in the market wearable technology offers enormous
opportunities in various fields like healthcare and sports. Mobile applications are being

linked with wearable technology to provide seamless integration for the user.

1.4.8 Enterprise mobile applications

Enterprise mobile applications are a trend as they give us the freedom to connect with
multiple people and help to manage and optimizing business processes. Being able to
communicate to coworkers and employees through mobile devices while managing the

work is something very important in the current market.

1.5 Trust, Trust modeling, and Trust issues

According to [5], [6][7], trust in computing is modeled after human relationships and
as such is strongly associated with security; that is, generically the concept of trust , and
security, may be applied to other areas, for example, a party may “trust” another party to
deliver secure quality service, in which case trust becomes a measure of the “security” of
service-availability. Authors in [8] classified trust into objective and subjective trust.
Objective trust is concerned with the impressions directly between two parties; subjective

trust involves the impressions obtained from third parties.

1.5.1 Trust

A trust is a fiduciary relationship in which one party, known as a trustor, gives another
party, the trustee, the right to hold title to property or assets for the benefit of a third party,
the beneficiary. Trusts are established to provide legal protection for the frustor’s assets,

to make sure those assets are distributed according to the wishes of the trustor, and to save

11
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time, reduce paper work and, in some cases, avoid or reduce inheritance or estate taxes. In

finance, a trust can also be a type of closed-end fund built as a public limited company [9].

Figure 6 : Trust model [10].

1.5.2 Trust modeling

The concept of trust and/or trust management has received considerable attention in
engineering research communities as trust is perceived as the basis for decision making in
many contexts and the motivation for maintaining long-term relationships based on
cooperation and collaboration. Even if substantial research effort has been dedicated to
addressing trust-based mechanisms or trust metrics (or computation) in diverse contexts,
prior work has not clearly solved the issue of how to model and quantify trust with
sufficient detail and context-based Adequacy. The issue of trust quantification has become
more complicated as we have the need to derive trust from complex, composite networks
that may involve four distinct layers of communication protocols, information exchange,
social interactions, and cognitive motivations. In addition, the diverse application domains
require different aspects of trust for decision-making such as emotional, logical, and
relational trust. This survey aims to outline the foundations of trust models for applications
in these contexts in terms of the concept of trust, trust assessment, trust constructs, trust
scales, trust properties, trust formulation, and applications of trust. We discuss how

different components of trust can be mapped to different layers of a complex, composite

12
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network; applicability of trust metrics and models; research challenges; and future work
directions [11].

1.5.3Trust issues and solution

In the face of trust we will face many difficulty’s and many challenges there for they

will slow that process as we see :

We have discussed a variety of applications using the concept of trust in diverse do
mains. Although the challenges of trust research may be unique depending on a domain,
this section identifies and discusses the common design challenges and corresponding

suggestions in developing trust models as follows:

¢ Identification of key trust dimensions. In any context, trust can be the basis for
decision making closely related to achieving a system/application goal. Since
dimensions of trust are numerous, it is not trivial to select key components of
trust to maximize decision performance. Reflecting the notion of context
dependency in the nature of trust, trust system designers should investigate the
requirements of entities and/or information that can be directly related to
achieving given goals of systems.

e Optimal balance of multiple objectives based on situational trust. Trust
assessment is affected by many different factors particularly related to utility
and risk analysis under the dynamics of a situation. Although trust can be

estimated based on objective criteria, regardless of the level of objective trust.

1.6 Conclusion

In this chapter we see what is a mobile platform and what is a mobile architecture, we
also took a deep dive in the fields of applications in the mobile world and the uses of theme
in many ways. We also saw Trust, Trust Modeling, and Trust Management, and we define

each one of them.

13
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In the next chapter we will see deeply the conception of trust and also the healthcare

domain and the relationship between each other.

14
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2.1 Introduction

The concept of trust and/or trust management has received considerable attention in
engineering research communities as trust is perceived as the basis for decision making in
many contexts and the motivation for maintaining long-term relationships based on
cooperation and collaboration. Even if substantial research effort has been dedicated to
addressing trust-based mechanisms or trust metrics (or computation) in diverse contexts,
prior work has not clearly solved the issue of how to model and quantify trust with
sufficient detail and context-based adequateness. The issue of trust quantification has
become more complicated as we have the need to derive trust from complex, composite
networks that may involve four distinct layers of communication protocols, information
exchange, social interactions, and cognitive motivations. In addition, the diverse
application domains require different aspects of trust for decision making such as
emotional, logical, and relational trust. This survey aims to outline the foundations of trust
models for applications in these contexts in terms of the concept of trust, trust assessment,
trust constructs, trust scales, trust properties, trust formulation, and applications of trust.
We discuss how different components of trust can be mapped to different layers of a
complex, composite network; applicability of trust metrics and models; research

challenges; and future work directions.

In this chapter we will see the trust management and trust in health care domain and

what’s the problem that we will face and what is the solution that has been achieved.

2.2 Healthcare

Health care is a fundamental human good because it affects our opportunity to pursue
life goals, reduces our pain and suffering, helps prevent premature loss of life, and provides
information needed to plan for our lives. Society has an obligation to make access to an

adequate level of care available to all its members, regardless of ability to pay [12].

16
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Physicians regularly confront the effects of lack of access to adequate care and have a
corresponding responsibility to contribute their expertise to societal decisions about what

health care services should be included in a minimum package of care for all.

Individually and collectively as a profession, physicians should advocate for fair,

informed decision making about basic health care that :

e |stransparent.

e Strives to include input from all stakeholders, including the public, throughout the
process.

e Protects the most vulnerable patients and populations, with special attention to
historically disadvantaged groups.

e Considers best available scientific data about the efficacy and safety of health care
services.

e Seeks to improve health outcomes to the greatest extent possible, in keeping with
principles of wise stewardship.

e Monitors for variations in care that cannot be explained on medical grounds to
ensure that the defined threshold of basic care does not have discriminatory impact.

e Provides for ongoing review and adjustment in consideration of innovation in
medical science and practice to ensure continued, broad public support for the

defined threshold of basic care.

2.2.1 How to improve healthcare

As we come to the end of another fun-filled year in healthcare, so many conversations
have been started about things we need to do, about ways we need to change, about how

we can possibly do so much better.

We've been functioning in a system not truly of our making, a healthcare system that
in the end doesn't do its best for everybody, and we have seen these divides highlighted

and widening throughout this year like almost no other time before.

17



Chapter Tow : Trust in healthcare

Almost without exception, we all have in mind an idealized healthcare system that
works for everybody, every time. In our heart of hearts, we know what this would look
like.

None of us would wish the healthcare system we have on our worst enemies, and we
all wish for a healthcare system that would do for everybody as we think it should for those

closest to us -- for our loved ones, friends, colleagues, and community.

We have to create a system that lets everybody have equal access to the best care, the
right care at the right time, and figure out how to make this system blinded to someone's

ability to pay.

True, in a capitalist system, there will always be haves and have-nots, and there will
always be those who wish to pay more for premium services. But if we make the basics the
best we possibly can, if no one gets denied what they truly need, if no one ever needs to
choose medications over food or rent, then we will probably have gone a long way towards

making things better.

We need to expand access, we need to build up the primary care foundational
workforce that drives the healthcare system, we need to pay a living wage across all
medical specialties (so that our brightest minds don't opt out of a career that is seen as less
prestigious because of the lackluster image that has been foisted upon it), and to all

members of the healthcare team.

Figure 7 : A Solution for Health care.
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We need everybody in this system working towards a common goal, taking care of our
patients and making sure that all of those working in healthcare are taken care of as well.

In every way. Right now, in this country and around the world, things look pretty rough.

It seems that nobody can agree on anything, and that any time anybody has an idea,
there is an upwelling of ideological opposition that ends up with no winners, and a toxic
environment that discourages discussion and the exchange of ideas, cooperation, or finding

effective solutions [13].

2.3 Trust management

The understanding of the trust approach in it’s requirement and also it’s relationship
with the healthcare domain, we will start with start by defining the assets of the trust

management and its proprieties as we see in follow :

2.3.1 Definition

Due to the nature of WSN deployment being prone to the surrounding environment
and suffering from other types of attacks in addition to the attacks found in traditional
networks, other security measurements different from the traditional approaches must be
in place to improve the security of the network. The trust establishment between nodes is
a must to evaluate the trustworthiness of other nodes, as the survival of a WSN is dependent

upon the cooperative and trusting nature of its nodes [14].

Security and trust are two tightly interdependent concepts and because of this
interdependence, these terms are used interchangeably when defining a secure system.
However, security is different from trust and the key difference is that, it is more complex
and the overhead is high. Trust has been the focus of researchers for a long time, from the
social sciences, where trust between humans has been studied to the effects of trust in
economic transactions [15-16]. Although intuitively easy to comprehend, the notion of
trust has not been formally defined. Unlike, for example, reliability, which was originally
a measure of how long a machine can be trustworthy, and came to be rigorously defined as

a probability, trust is yet to adopt a formal definition [14].
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2.3.2Trust proprieties

Trust is a very complicated concept that is influenced by many measurable and non-
measurable properties. It is highly related to security since ensuring system security and
user safety is a necessity to gain trust. However, trust is more than security. It relates not
only security, but also many other factors, such as goodness, strength, reliability,
availability, ability, or other characters of an entity. The concept of trust covers a bigger
scope than security, thus it is more complicated and difficult to establish, ensure and

maintain, in short manage trust than security [18].

e Trustee's objective properties, such as a trustee's security and dependability.
Particularly, reputation is a public assessment of the trustee regarding its earlier
behaviors and performance.

e Trustee's subjective properties, such as trustee honesty, benevolence and
goodness.

e Trustor's subjective properties, such as trustor disposition and willingness to
trust

e Trustor's objective properties, such as the criteria or policies specified by the
trustor for a trust decision

e Context that the trust relationship resides in, such as the purpose of trust, the
environment of trust (e.g., time, location, activity, devices being used, their
operational mode, etc.), and the risk of trust. It specifies any information that
can be used to characterize the background or situation of the involved entities.
Context is a very important factor influencing trust. It specifies the situation
where trust exists. Dey [18] defined the ability of a computing system to identify
and adapt to its context as context-awareness. Notably, the influencing
properties of trust could be different or paid different attention by a trustor in

different situations and contexts.

There are many trust proprieties: Global trust, Composite trust... [13].
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2.3.3 Trust management computation

The volatile growth of the internet and globalization that influences every facet of life
are fueled by the rapid acceleration of computing/communication technologies. Although
security is a major concern, we must also protect ourselves from false/misleading
information provided by some information/service providers. Traditional security
mechanisms cannot protect against this type of threat. Trust management mechanisms on

the other hand can provide protection [19]

This refers to the components that are considered in trust computation and it involves
two major modules namely: quality of service (QoS) trust and social trust [20]. QoS refers
to the expectation of an 10T entity to provide superior quality in its functionalities. QoS
trust utilizes some trust properties, such as competence, reliability, task completion

capability, and cooperativeness, to measure the value of trust

Trust propagation refers to the way of propagating trust information to other entities.

Under this form of propagation [6], two main schemes can be identified:

e Distributed trust refers to 10T entities autonomously propagating trust and
observations to other 10T entities they interact with or encounter without the
necessity for a centralized entity [22].

o Centralized trust requires the presence of centralized entities. It can exist as
either a virtual trust service or a physical cloud that is implemented by IoT
devices [22].

This refers to the most appropriate method of aggregating trust information, which is
then evaluated by the entity itself (direct evaluation) or by other entities (indirect
evaluation) [8]. This component aggregates information using weights, which might be

static or dynamic. The static is calculated in accordance with the entity attributes. The
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original trust on both communication parties is built on both sides’ trust attributes. To make
proper dynamic trust decisions, trust management must rely on context information when
assigning weights to each property [23]. In the literature, there are various models of trust
aggregation including the belief theory, fuzzy logic, Bayesian inference, weighted sum,

and regression analysis [21].

2.3.3.4 Trust update

This component decides when to update the values of trust. The updating of the trust
information occurs periodically (time-driven) by applying a trust aggregation or after a

transaction or event affects the QoS (event-driven) [22].

2.3.3.5 Trust formation

This refers to whether trust computation is based on either one trust attribute (single-
trust) or the use of multiple attributes (multi-trust). Besides, these components are chiefly

concerned with what weights are put on QoS and social trust attributes from trust [21].
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Figure 8: Trust management computation [22].
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2.4 Trust in healthcare system

The continuous development of the Internet and the construction of new computing
infrastructures are improving opportunities for the provision of e-health [24]. E-health is
the use of information and communication technologies to acquire, store, share or transfer
healthcare-related information. Moreover, it supports providing healthcare services to
users. The main application areas of e-Health include the following: Electronic Health
Records (EHRs) [25-26], ubiquitous & pervasive health [22], telemedicine & telecare
services [27], and decision support systems [24]. With the advancement in technology,
EHR systems, with the goals of improving patient care and outcomes, enable HCPs to
monitor health status online and store information derived from medical examination in
EHRs, which may include personal information, laboratory results, medical treatments,
diagnoses, medications, immunization status, and even some sound and image data. EHR
aggregates patient medical information originating from multiple independent HCPs

located in the same city, country or across the country border.

2.5 Attacks on trust healthcare
Following are some possible attacks in trust healthcare [25]:

e Bad-mouthing Attack: This attack occurs when a dishonest entity tries to hurt
the reputation of one or more entities by assigning unfairly low ratings to them.

e Collusion Attack: In this attack, a group of entities work collectively to either
boost each other’s reputation or conspire against one or more entities in the
network.

o Ballot stuffing Attack: To falsely raise reputations service providers engage in
many fake dealings.

e Whitewashing Attack: Sometime when an entity gets a bad reputation, he/she
may leave the system and try tore-register under a completely different identity.

e Denial of Service Attack: This attack engages resources in meaningless

activities and jams traffic to affect the availability of the reputation system
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2.6 Requirements for the TRSS in the healthcare domain

Designing efficient TRSs in the healthcare domain clearly raises research issues at several

levels. The requirements and challenges identified in this section will serve as a reference model

for measuring the performance and features of existing TRSs.

Adaptive Behavior: TRSs rely on feedback provided by others, thus avoiding
or reducing the influence of unfair ratings in reputation systems, which
constitute a fundamental problem. Unfair behavior may be explained by a
variety of reasons, including personality/habit, business gains, irrepressible,
victim exploitation and randomness. The reputation system can only be
safeguarded against malicious.

Fair Treatment of New Users: Determining initial reputation score for new
entities is a challenge in reputation systems. If the new entities are assigned a
very low default reputation value, they may never be selected and may not get
a chance to improve their reputation. For example, in the P2P environment, in
which the group of peers works collaboratively in the medical consultation, or
research, a peer might be reluctant to obtain services from the peer with a low
reputation value. However, assigning a high default reputation score will
provide an unfair advantage to new entities who are still unknown to the system.
Initially, when a new entity joins the system, the construction of a trust
evaluation based on little or no information can be completed by gathering
information from direct and indirect sources. The TRS should define a
mechanism that can represent the uncertainty associated with a new entity
without penalizing them or providing an unfair advantage. TRS must
distinguish between entities with unknown quality and with poor long-term
performance. For this purpose, service consumers should be encouraged to
provide ratings. Otherwise, the TRSs will face the problem of free riders [28].
Consumers are more willing to provide feedback about a service provider if

they are given an incentive.
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Context/Criteria Compatibility: Context/criteria knowledge is a critical
requirement for TRSs, especially when calculating trust. Chen et al. [29]
describe context as the set of environment friendly circumstances and settings
that governs an entity behavior or in which the event that occurred is of interest
to the user. Some of the requirements that should be addressed by a context-
aware TRS in the healthcare domain include :

o Allowing the service consumer to select the information that
characterizes the context,

o Tagging the trust information according to the context,

o Performing a context-aware reputation computation by categorizing the
context and using a specific reputation computation technique based on
the type of context,

o Adapting the trustworthiness computation and assessment according to
the context,

o Performing an implicit context reconfiguration,

o Performing autonomously.

Privacy and Confidentiality : TRSs should guarantee privacy both to the
entity owing the reputation and the entities providing the recommendations. In
the healthcare domain, one important requirement for TRS is rating secrecy,
that is, the service consumer identity information is kept secret to avoid
retaliation and privacy violation. The TRSs should ensure that participating
entities do not retrieve identification information about each other. Designing a
mechanism for TRSs that achieves both trust and anonymity is challenging.
Revenge rating is an issue, especially in TRSs developed for the healthcare
domain, where a service provider (e.g., doctor), by acting as a service consumer
(e.g., patient), may take revenge by spoiling the reputation of another service
provider. For example, a heart physician as a service consumer may give bad
ratings to an oncologist as a service provider, who consequently ma spoil the

reputation of that specific heart physician as a service consumer
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Changing ldentity : A user who registers himself/herself with several forged
identities at the TRS allows him/her to forge or control a large amount of entities
and acts on behalf of them (Sybil attack). If a user has a bad reputation, it would
be in his interest to change his identity so that he can start as a new user. If a
service consumer is allowed to have multiple identities, it may disrupt the
accuracy of the TRS computation by sending false data collusively or by
sending multiple reputations for a single task. Having multiple identities also
threatens the privacy of the user. A sybil attacker with external knowledge can
exploit the received recommendations to infer the private interests of users [30].
To discourage sybil attack, one simple solution can be to ask for some
information at the time of registration, such as the device International Mobile
Equipment Identity (IMEI) number, and restrict each device to the maximum
registration of one account. Other solutions include (i) penalizing the user by
Imposing a computational cost on identity creation and (ii) averaging all the
recommendations received by identities with an IP address in the same zone.
Due to the mobility feature in a mobile network, detection and handling of sybil
defence is quite different compared with online networks. There is a need for
sybil-resilient schemes that prevent adversaries from distorting reputation
Scores.

Reliability: Reliability is concerned with the number and quality of information
resources used to calculate reputation scores. Experience, knowledge, and
credibility are important elements and must be considered while computing
reputation. A greater number of reliable sources used to calculate the
trustworthiness of an entity will allow computing the reputation reliably.
Incomplete information leads to inaccurate information and, in turn, affects the

computation of the reputations.

In this table we will see TRS requirements for mitigating different attacks.

Attack

Adaptive behavior | Context/Criteria Changing identities | Privacy and
Compatibility Confidentiality

Traitor attack X
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Misbehavior X X

Denial of X
service attack

Newcomer

attack X

Table 1 : attacks on trust healthcare .

2.7 Binomial Distribution-based Trust Management Scheme

for Healthcare-oriented Wireless Sensor Network

This trust management scheme is base a lot of Bernoulli trials, Bernoulli trials is a
random experiment with exactly two possible outcomes which are success and failure in
which the probability of success is the same every time the experiment is conducted. so the
interaction between the nodes is addressed as the success or failure of each Bernoulli trials,
we extract the trust value and reputation of the node is take from the probability distribution
function of the binomial distribution, and this reputation is updated continuously between
nodes until obtain the new trust value, so this method more suitable and has low

computational complexity for this types of networks like HWSN.
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Figure 9 : BDTMS flowchart [33].

Bin(n, k) it is the binomial distribution which is represent the probability of k success

In n experiments.

Bin(n, k) = C(n, k) p*(1 — p)™*

This expression represent the binomial distribution which the p is the probability of

success and the C(n, k) represent as the formula as follow :
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a+b : when interaction start between two nodes , there are two cases which binomial
distribution ( cooperation , non-cooperation ) , so , a represent the number of cooperation

and b represent the number of non-cooperation.

In this research they assume that the probability of a which cooperation is p, for that,
we can calculate the probability distribution of node reputation p using binomial
distribution by the function

+ b)!
S

F(p) = Bin(a + b,a)

e Reputation simulating : Rjj express the reputation of node | to node j. the
maximum value of the previous function f(p) which is the probability distribution
represent the greatest probability of p so p = a (a+b) here, there are two values of
p, the first is p= 1 and it is the maximum value , the second is p = 0 and it is the
minimum value , so the trust of node I to node j is expressed as : Tij=a (a+b).

e Trust initializing : this step is important for the interaction , so define the body
nodes as the same initial trust value, they assume that the nodes trust value is 0.5
so from the previous formula find that and obviously shown that the trust value is
0.5 for the both a and b.so this point shows a difference at the initialization , if the
values of a and b smalls this mean that there are a few interactions , so they obtained
trust value are not enough in the same time if the values of a and b are large that
mean there are a big number of interactions, therefore , select the appropriate a and
b value.

e Reputation updating : Rj®™ = Bin(a+ b + r + s,a+r)this function
represent the latest reputation between nodes where the r represent the number of
cooperation and the s represent the number of non-cooperation , and the current
number of interactionsis (a+ b +r +s).

e Aging : the factor Wage represents the aging weight. That factor is responsible for
ensuring that all nodes are always cooperating together.

e Indirect information : the indirect information is when a node receives a trust

evaluation about other node from its neighbor, in this case we cannot completely
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believe the reputation information which is transferred by other nodes so for used
that information we need to evaluate the reputation of the node so this is the new

reputation (a"¢"j, b"™" ) is:

In this expression, the Fq represent the detection flag, so if it value is 0, we said that
the detected node is malicious if it value is not then it is a normal node. Where we can
define the interval between the highest trust value Tn(i) and the next highest trust value Tn

(i+21), TI (i) is the lowest trust value in a detection period.

This presented approach in is the only approach that treated the On-Off attack pattern,
considered as an insider attack. For that, it exploited the propagation, the aggregation and

the update modules. Otherwise, it using only the indirect trust.

2.8 Conclusion

In this chapter we give an overview about the trust management and its attacks in trust
in healthcare also We have evoked in this chapter the various solutions to avoid as much
as possible the attacks with the malicious behaviors in order to destroy the network. After
comparing these solutions, we conclude that we need to provide a solution to improve the

healthcare domain as we will see in the next chapter.
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3.1 Introduction

Trust is a salient feature in the context of healthcare, which is characterized by
uncertainty and an element of risk. Trust is considered important because it indirectly
influences the quality of healthcare based on patient satisfaction, adherence and the
continuity of its relationship with healthcare professionals and promotion of an accurate
and timely diagnosis. The degree of trust represents the opinion of patients about healthcare
professionals and their willingness (based on their evaluation) to recommend a healthcare
professional. So in this chapter we will give solution trust based intrusion detection and

clustering considering the indirect trust and history trust.

3.2 Description of global conception

In this specific healthcare system that is defined in wireless sensor nodes detect each
device in our healthcare system, in every sensor node, our proposed system should
calculate the trust of each node using trust properties which are direct trust and indirect
trust and history trust, every property of them has many factors like data trust,
communication trust and energy trust, once we calculate the trust we should compare it by
the trust threshold value and if the result is less than the threshold value that mean there is

a malicious node, after we eliminate those bad nodes are detached from the network.

For HWSN, the trust management scheme involves the trust initialization, reputation
distribution, trust/reputation information collection, modeling, transferring, the derivation
of trust, trust decisions, and so on. Generally, the trust management scheme can be divided

into the following four parts: collection, modeling, transferring and decision.

e Collection : refers to collecting node behaviors and trust/reputation information
by interaction between nodes.

e Modeling : refers to representing the relationship between the reputation and
trust.

e Transferring : involves the indirect reputation transfer and the trust value

transfer.
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e Decision : involves two aspects, the selection of the next hopping node and the

punishment for those nodes of the low trust value.

After we eliminate those malevolent nodes, the rest of honest nodes were segregated into
small clusters, every cluster of them chose a cluster head (CH) which act like a leader of that
cluster, we use the multi-objective firefly algorithm (MOFA) to choose the cluster head, after that
we will use the Binomial distribution-based trust management system to verify which is which bad

nodes and trying to steal the sensitive data and which one belongs to our system.

The following figure shows the architecture of our system:
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Figure 10 : Architecture of our trust based system .
3.3 Detail’s description

In this part we will discuss in details our solution to improve trust in healthcare domain
by using the binomial distribution managed system:
3.3.1Honest sensor nodes

The honest sensor nodes are the type of node who will perform only it tasks like sensing data
and sending it like temperature and wind speed, and it will not perform other malicious activities
like modifying the type of data that we captured.

The schema below shows how we figure the honest sensor node:
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Collecte data Trust Malicious
manaagement
Send data Clustering

Figure 11: Honest node tasks

3.3.2 Malicious sensor nodes

In the beginning, the malicious node is like the rest of the nodes so that it performs the
tasks required of it naturally without any hesitation in providing services as soon as
possible, but after a period of time it starts doing strange things such as delaying or sending
wrong information to other elements as well. This node can give negative opinions about
honest nodes and as well as he can present positive opinions about malicious elements to

cooperate with them on abnormal behavior that can cause serious consequences.

In another sense, Attacks can occur at any layer such as physical, link, network,
transport, and application etc. Most of these routing protocols are not designed to have
security mechanisms and it makes it even easier for an attacker to break the security for
example, attacks at the physical layer of the network include jamming of radio signal,

tampering with physical devices [34].
The malicious sensor node works as follow:

e Send false information to other elements as well
e This node can give negative views about the sincere contract F = -F

e And can also provide positive views on malicious items F = + F
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3.3.3Sink node

The sink node is very important in the wireless body area network because it control
the sensor node and their behaviors all the time. It responsible to collect data from the

sensor node and it can detect the attacker from it value of trust.

3.4 Detailed conception

In this part we will discuss in details our solution to improve trust in healthcare domain.
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Server / User
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Cluster C
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Figure 12 : Trust healthcare solution .

3.4.1Sensor node deployments

First, we Randomly deploy sensor nodes in the network zone then we can divide it to

clusters.

e Step Partitioning: In this step, the sink makes the partitioning of the network
to clusters each cluster have its Cluster-head.
e Step Data sensing: after dividing each Group the sensors will automatically

detect the data that we will aiming to capture.
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e Step data transmission: In this last step, any source node that, the node will
capture the data and sending to the cluster head, after that each cluster will send
the data to the base station for treating.

e Step trust calculation: after sending the data we will calculate the trust value
of each node we captured and each node to assure.

e Step node deployments: after each step of those each sensor node will change

its position randomly and chose new cluster head based on MOFA algorithm.

Each step will be shown in the figures bellow:

4 ™
Step 01: data Step 00:
sensing —

o e
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Step 02: Data C bbb
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\ L [ i

Source node process .
Sink process

Figure 13 : Process of our conception .
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Figure 14 : Global architecture of our proposed solution.

37



Chapter Three : Conception

3.4.2 Trust management

In this section, we will discuss and analyze the trust management scheme in the general

sense, then propose a binomial distribution-based trust management scheme for HWSN.

Trust management scheme : For HWSN, the trust management scheme
involves the trust initialization, reputation distribution, trust/reputation
information collection, modeling, transferring, the derivation of trust, trust
decisions, and so on. Generally, the trust management scheme can be divided
into the following four parts : collection, modeling, transferring and decision.

On-Off attack model : The On-Off attack is an internal attack, which is very
harmful. In this attack, a compromised node performs some good behaviors as
a normal node or bad behaviors alternately. These behaviors appear non-
stationary periodic characteristics. From the aspect of the trust management, the
compromised node can obtain much higher trust value by continuously
performing the good behaviors in a short period of time. Thereafter, it performs
the bad behaviors during a long time intermittently, and the trust value of itself
reduces slowly. When the trust value of itself drops to a certain extent, it
performs the good behavior again. Hence, the trust value of itself ascends

quickly, yet descends slowly.

Attacker
with many
0%

Fm
Stella

: Legitimate Sensor
nede

Figure 15 : Sybil attack in wireless sensor network .
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e Binomial distribution-based : The binomial distribution is n repeated
Bernoulli trials. In HWSN, the success or failure of the interaction between the
nodes is addressed as the success or failure of each Bernoulli trial. Then, the
probability distribution function of the binomial distribution is taken as the
reputation of the node. The reputation is further updated by continuous
interaction between nodes to obtain the new trust value. The binomial
distribution expression has more direct descriptive on the interaction and

cooperation between nodes in the network

Binomial distribution Bin(n; k) represents the probability of k successes in

n experiments. It can be expressed as:

Bin(n, k) = C(n, k)p*(1 — p)nFk
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Figure 16: Trust Management Algorithm.

3.4.3 Trust initializing

By balancing these two approaches, we assume that the node's trust value is 0.5, when
we let a to be equal to b (since the denominator is zero when a = b = 0, we assume a trust
value of 0.5 for a =b = 0. Obviously, it can be shown from the formula that the trust value

is 0.5 when both a and b are 1, as well as 100. However, there is a clear difference between
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the two cases. At the initialization, if the values of a and b are small, it indicates that there
are few interactions, and the obtained trust values are not accurate enough. In contrast, if
the values of a and b are large, the weight of historical trust information will be increased,
which will have a great impact on the subsequent trust evaluation. The requirement of
convergence time for the trust value will increase, it may affect the normal operation of the

network. Therefore, the appropriate initial a and b value should be selected.

3.4.4 Reputation updating

We assume that the node i has established some reputation Rij about node j. Node i
and node j should further interact (r + s) times. r and s represent the number of cooperation
and non-cooperation, respectively. Thereby, the current number of interactions is (a + b +

r + s) times. The latest reputation Rij of node j is:
R;j"" =Bin(a+b+r+s,a+r)
From the above equation, the reputation just updates two parameters:

W =qa+r

a
bW =h +s
3.45 Aging

The newly obtained information should be given larger weight. Hence, an aging-

weighted parameter is introduced.
atV = (Wage * a) +tr
e = (Wage ) + 5

Where, W, 4. represents the aging weight, its range is (0, 1). The aging weight is responsible

for ensuring that all nodes are always cooperating together.
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3.4.6 Cluster head selection

We use the firefly multi-objective algorithm (MOFA) to choose the cluster head of
each cluster, the Cluster leader collects data from other sensor nodes and transmits it to the

sink node.

The Firefly algorithm was developed by Yang for continuous optimization, which was
later applied to structural optimization and image processing. The Firefly algorithm was
based on the blinking patterns and behavior of fireflies. Essentially, The Firefly algorithm

uses the following three idealized rules.

o Fireflies are unisex, so a firefly will be attracted to other fireflies, regardless of
gender.

e The attractiveness of a firefly is proportional to its brightness and they both
decrease with distance. Thus for any two flashing fireflies, the less brighter one
will move towards the brighter one. If there is no brighter one than a particular
firefly, it will move randomly.

o Afirefly's attractiveness is proportional to its brightness and both decrease with
distance. So, for two flashing fireflies, the less bright will move to the brighter.

If there is none brighter than a particular firefly, it will move randomly.

3.4.7 Indirect information

If a node i has m neighbor nodes holding trust evaluation of node j, the node i receives the
trust evaluation about the node j from these neighbor nodes as indirect information. We denote the

indirect observation of neighbor node x to the node j as (a|j*, b¥) , and the node i holds the

reputation of node j and another neighbor node k, expressed as (alj ,b; ) and (alk , by ).

This information is synthesized into a new reputation for node j. In the process of synthesizing
reputation information of other nodes, in order to defend against the bad mouthing attacks, we
cannot completely believe the reputation information transferred by other nodes. Hence, for

reputation synthesis, we need to weigh the reputation of other nodes. Therefore, the new reputation
(a|jnew bnew)
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3.4.8 Indirect information

To defend against the On-Off attack, we define a time interval between the highest
trust value Tn(i) and the next highest trust value Tn(i+1) as a detection period P(i). There is
the lowest trust value Ti(i) in a detection period, and this moment represents TIM.
Secondly, we present a descent time (tq(i)), which is a time interval from Ty(i) to Ti(i), as
well as an ascent time ta(i) from T(i) to Ta(i+1). Finally, we give any trust value Tq(i, m)
during a descent time, and any trust value Ta(i, n) during a descent time. If the following
relationship is satisfied, the malicious node that launched the On-Off attack can be

basically detected.

0 if |t (1)1, (1) <8
T,(i, m)> W

Z,(i+1)-T,(i)

t, (1)
min(ts (1)1, (1)
or > (T,(i, TIM +k)-T,(i, TIM —k))<o

k=0

Fy=y and|| and T, (i, n)<

1 otherwise
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3.5 Conclusion

In this chapter, we have been presenting our work of how ensure the trust management
in healthcare domain by calculate the trust using binomial trust methods, so after all those
calculations we can detect malignant nodes from honest nodes. The resulting performances

will be evaluated by simulation in the next chapter.
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4.1 Introduction:

In this field of networking which is a wireless body area network (WBAN), every time
A new solution appears and the first thing to do is to go through stages of testing, evaluation
and validation before training and work with the solution, at a conceptual level, according

to the simulation model in order to save cost and time.

In this chapter we use the omnet++ simulator to evaluate our proposed approach,

According to well defined criteria. The obtained results will be analyzed and interpreted.

4.2 OMNET++:

OMNeT++ 6.0 is the result of more than three years of work, and includes many
essential new features that we would already have a hard time without. The present

changelog summarizes all changes made during the 15+ pre-releases.[33]

We briefly summarize the changes below in each part of OMNeT++ before going into
the details. [33]

The most prominent new feature is the new Python-based Analysis Tool in the IDE.
The use of Python under the hood allows for arbitrarily complex computations to be
performed on the data, visualizing the result in the most appropriate form chosen from a
multitude of plot types, and producing publication quality output, all while using an
intuitive user interface that makes straightforward tasks easy and convenient. Custom

computations and custom plots are also easily accessible. [33]

Figure 17: OMNeT++ logo.
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Why OMNeT ++ :

e Modeling of wired and wireless networks.
e Hardware architectures
e Modeling of communications protocol

4.3 Frameworks

4.3.1INET framework

INET framework is an open-source model library for the OMNeT++ simulation
environment. It provides protocols, agents and other models for researchers and students
working with communication networks. INET is especially useful when designing and

validating new protocols, or exploring new or exotic scenarios.

INET contains models for the Internet stack (TCP, UDP, IPv4, IPv6, OSPF, BGP, etc.),
wired and wireless link layer protocols (Ethernet, PPP, IEEE 802.11, etc), support for
mobility, MANET protocols, DiffServ, MPLS with LDP and RSVP-TE signalling, several

application models, and many other protocols and components.

Several other simulation frameworks take INET as a base, and extend it into specific

directions, such as vehicular networks, overlay/peer-to-peer networks, or LTE. [33]

INET

FRAMEWORK

Figure 18 : INET framework.
4.3.2 NETA framework

NETwork Attacks (NETA) is a framework devised to simulate attacks in heterogeneous

networks using OMNeT++ and the INET-Framework. NETA is aimed to be a useful tool
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in the network security field. This tool could make easy to demonstrate the effectiveness
of defense security techniques or solutions against network attacks as well as for comparing

the capabilities of different defense techniques. [33]

NETwork-Attacks

Figure 19 : NETA framework .

4.4 Hardware used

For this simulation we’re using a lenovo ideapad laptop with 4gb of ram an i5;

8genration process to bellyful our goal from this simulation.

Figure 20 : Lenovo idea pad.
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4.5 Use of OMNeT++

To explain the uses of each component of the OMNEeT editor we will speak about

each one briefly in the sector bellow :

4.5.1 NED editor

The NED language (programmed using NED files with. NED extensions) is used to
define the structure of the modules and the topology of the network. At the most basic
level, we can roughly divide the contents of the NED file into two fundamental
components, namely the module definition part and the network topology definition part.
Modules are of two types, simple (active) and compound, which ultimately represent the
structure of each node that would be part of the simulation analysis. Simple modules
basically express the interface of the module (i.e. gates and parameters). Active modules
are programmed in C++, and the hierarchical nesting of simple modules forms a compound
module. On the other hand, a group of active modules can be encapsulated to form
composite modules where hierarchical levels are not limited Compound modules typically
contain definition submodules and an interconnect. The network part describes the
topology/layout of any network scenario or the location of certain nodes in a simulation
scenario. Other features of the NED file include inheritance (for modules, channels, etc.),

metadata ratings, and package information. [34]
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Figure 21 : NED file editor
parameters:

@display("bgb=659.232,431.424;bgeg=100,1,grey95");
@figure[title](type=label; pos=0,-1; anchor=sw; color=darkblue);

@figure[rcvdPkText](type=indicatorText; pos=380,20; anchor=w; font=,18; textFormat="packets received:
@statistic[packetReceived](source=hostB.app[@].packetReceived; record=figure(count); targetFigure=rcv

submodules:

visualizer: <default(firstAvailableOrEmpty("IntegratedCanvasVisualizer®))> like IIntegratedVisualizer

@display("p=618,67;i=device/palm2

}

configurator: IpvANetworkConfigurator
@display("p=618,164");

}

hostA: SensorNode {
@display("p=102,203");

hostB: SensorNode {
@display("p=102,145");

hostc: SensorNode {
@display("p=203,100");

}

hostd: Sensoriode {
@display("p=299,67");

}

hoste: SensorNode {
@display("p=402,28");

Figure 22

s
{

: NED file editor source code.
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4.5.2 The INI File Editor:

The INI file editor takes into account all supported configuration options and offers in

several forms, organized by themes. Descriptions and default values are displayed in

tooltips, which can be persisted for easier reading. The structure of the ini file (sections and

their inheritance tree) is also viewed and editable by drag and drop and dialogs. Validation

and content support (Ctrl+Space) is also provided if necessary. The editor supports

unlimited undo/redo and automatic conversion from INI OMNeT++ 3.x files. [34]

~ Configuration
General

Scenarios
Random Numbers
Result Recording
Visual
Debugging
Fingerprint
Event Log
Cmdenv
Qtenv
Extensions
Parallel Simulation
Advanced
Sections
Parameters

T
o General

Network

Network to simulate

Stopping Condition

Simulation time limit

CPU time limit

Real time limit

Other

Section
wireless1

Name
3 Untitled

Section

wireless

Limit
20s

Simulation time resolution | ps

Add...

Remove

Add..

Remove

Figure 23:

INI file editor .
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* _hostA.numApps = 1
*_hostA.app[@].typename = "UdpBasicApp”
*_hostA.app[@].destAddresses = "hostB”
*_hostA.app[@].destPort = 5008
*_hostA.app[@].messagelength = 10008
*_hostA.app[@].sendInterval = exponential(12ms)
*_hostA.app[@].packetName = "UDPData"
*_hostB.numApps = 1
*_hostB.app[@].typename = "UdpBasicApp”
*_hostB.app[@].destAddresses = "hosts”
*_hostB.app[@].destPort = 5008
*_hostB.app[@].messagelength = 10008
*_hostB.app[@].sendInterval = exponential(12ms)
*_hostB.app[@].packetName = "UDPData"
*_hostB.numApps = 1
*_hostB.app[@].typename = "UdpSink"
*_hostB.app[@].localPort = 5000
*_hostc.numApps = 1
*_hostc.app[@].typename = "UdpSink"
*_hostc.app[@].localPort = 5000
*_hostd.numApps = 1
*_hostd.app[@].typename = "UdpBasicApp”
I A Do L . .

Figure 24 : INI file editor source .
4.6 Implementation steps
We will start the process of our simulation by summarizing it in the following steps:

e Configure the network set the protocols like
e Function which calculates the trust and assign it to each node
e Create Class of honest node behavior and attacker node behavior also the sink

node behavior
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4.7 Simulation

At this section we will discuss our simulation model, we list the details of the
configuration and parameters used for the simulations performed to evaluate the

performance of our proposed system.

In Beginning of each transaction for each node confidence in the natural force we
explain earlier, if trust we computed is the most significant value of the confidence
threshold value for the transaction (0.6) It means that the node is a trustee and the node
communicates with it and adds 0.1 to the trust value of that node, else if the value of the
trust we calculated is less than the trust threshold value of the transaction then we add (-
0.1) to the trust of that node.

Regarding malicious things, we used the type of attack that indicates that the loss is a
Data or modification (highly sensitive medical data) as it is provided negative feedback on

every node involved in the transaction.

The sink node is responsible for checking the update of the trust, once the trust is lower
Then 0.5, the sink node detects that this node is an attacker and removes it from the

network.

At last of the simulation and when the sink node eliminates all the malicious node from
the network. The sink node chooses one of the nodes which has its trust value is 1. That

node collects the other sensing information’s and send it to the sink node

As following are the parameters of the simulation:
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Settings value

Sensor nodes 14
malicious nodes 2

Simulation time NA
Simulation time Variant 0.5
Threshold trust value of every transaction 0.6
Value of trust added or decrease from 0.1

node in every transaction

Table 2 : Simulation settings .
4.8 Results

In this section we will present the results of our simulation in 14 nodes and 2 malicious

one using 3 clusters as an example.

Figure 25 : simulation results.
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trust rate

0.8
0.6
0.4
0.2

number of transacion

m— LS rate

Figure 26 : Trust rate.

The trust is a value that shows to us the number of nodes THAT are trusted in our

nbr of good transactions

simulation network and its value is: trust rate = :
all the transactions

In this regard each time we implement our trust method we make the nodes more

trusted.

023

0.15
0.1

0.05

number of transaction

= malicious node rate

Figure 27 : Malicious node rate.
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In this figure we see the rate of the malicious nodes that infected our network and

who’s note trusted.

For every time we applicate the trust method the number of untrusted nodes will

decline and for that more trusted network

4.9 Conclusion

In this chapter, we’ve seen simulation tools and settings that used for the simulation,
S0 as result of our simulation we found that our proposed trust solution and we’ve seen that
from obtaining results from simulation such as trust rate and malicious node rate. That

means we achieved our goal which a trusted network.
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General conclusion

In this thesis, we saw what is mobile platforms discussed it architecture and trust in its
problem in healthcare domain. To solve this problem, we proposed a new trust solution-
based binominal distributed systems, we kept the main thing in this solution is the
negotiation methodology and we made our research to reduce the number of malicious
nodes. And that operation has been done instead of calculating the trust of each message

and make a lot of calculation to the sink just to maximize network lifetime.

The trust management come a fourth to detect faulty nodes and malicious nodes in the
wireless sensor network, this one is helping to solve the problem of security threats, more
generally the trust management came to promote the security of networks especially
sensitive networks like WSN and the mobile platform through maintaining a good level of
trust in the network communication and relationships between nodes. For that in our work
we based on the calculation of distributed binominal trust system between each of the nodes
and getting the history of each trust node also we care for the trust and indirect trust to
propose a method which can detect number of attackers in wireless sensor network like a

bad mouth attack and simple attack.

In this work we use three factors, and there are other works use one or two factors, so
because the wireless sensor network is very sensitive we hope in the future to use more

than three factors.
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